
1

Presenter: Yufei Zhang

2026.03.22

arXiv preprint 
arXiv:2504.20111

Forging and Removing Latent-Noise Diffusion Watermarks 

Using a Single Image

Anubhav Jain 1, Yuya Kobayash 2, Naoki Murata 2, Yuhta Takida 2, Takashi Shibuya 2,
Yuki Mitsufuji 2,3, Niv Cohen 1,*, Nasir Memon 1,*, Julian Togelius 1,*

1New York University, 2Sony AI, 3Sony Group Corporation



Introduction

2

Visible Watermark Invisible Watermark 

• Least Significant Bit (Wolfgang et al., 1996), Spatial Domain 
(Ghazanfari et al., 2011), Frequency Domain (Holub et al., 2012)

• DL-based approaches: SteganoGAN (Zhang et al., 2019a), Self-
Supervised Learning (Fernandez et al., 2021)

Clean Watermarked
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Emergence of invisible watermarking in AI industry…
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Black Box

Are Invisible Watermarks Good enough?
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Are Invisible Watermarks Good enough?

Protect

Attack

AdaptorSSL

Regeneration Attack Forge & Remove latent noise

Tree-Ring
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Self-Supervised Learning (SSL)

Fernandez, et al. Watermarking images in self-supervised latent spaces, ICASSP, 2022

• 1. Intrinsic robustness of SSL to 

image transformations

• 2. Does not suffer from semantic 

collapse of supervised learning 

(More capacity for Watermarking)

Input Space Feature Space
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Xuandong Zhao, et al. Invisible Image Watermarks Are Provably Removable Using Generative AI, NeurIPS, 2024

Removing 100％ Stable Signature Watermarks from Meta AI via diffusion attacks.

Guaranteed to remove any Pixelbased Invisible Watermarks.
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Xuandong Zhao, et al. Invisible Image Watermarks Are Provably Removable Using Generative AI, NeurIPS, 2024

Definition 1 (∆-Invisible watermark).

dist 𝑥, 𝑥௪ ≤ Δ.

𝜀ଶ ≥ 𝑓 𝜀ଵ , ∀𝜀ଵ ∈ 0,1 .

𝑥 − 𝑥௪ ≤ Δ.

Definition 2 (f-Certified-Watermark-Free).

𝑥௪

𝑥 clean

watermarked

𝜀ଶ

𝜀ଵ FP rate

FN rate
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Xuandong Zhao, et al. Invisible Image Watermarks Are Provably Removable Using Generative AI, NeurIPS, 2024

|𝜙 𝑥௪ − 𝜙 𝑥 | ≤ 𝐿௫,௪|𝑥௪ − 𝑥|

Definition 1 (∆-Invisible watermark). dist 𝑥, 𝑥௪ ≤ Δ.

𝜀ଶ ≥ 𝑓 𝜀ଵ , ∀𝜀ଵ ∈ 0,1 .

𝑥 − 𝑥௪ ≤ Δ.

Definition 2 (f-Certified-Watermark-Free).

Definition 3 (Local Watermark-Specific Lipschitz property).

𝑥෤ ∼ 𝐴 𝜙 𝑥଴ + 𝑁 0, 𝜎ଶ𝐼

𝑥෤ ∼ 𝐴 𝜙 𝑥௪ + 𝑁 0, 𝜎ଶ𝐼

𝑥௪

𝑥 clean

watermarked

𝜀ଶ

𝜀ଵ FP rate

FN rate
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|𝜙 𝑥௪ − 𝜙 𝑥 | ≤ 𝐿௫,௪|𝑥௪ − 𝑥|

Definition 1 (∆-Invisible watermark). dist 𝑥, 𝑥௪ ≤ Δ.

𝜀ଶ ≥ 𝑓 𝜀ଵ , ∀𝜀ଵ ∈ 0,1 .

𝑥 − 𝑥௪ ≤ Δ.

Definition 2 (f-Certified-Watermark-Free).

Definition 3 (Local Watermark-Specific Lipschitz property).

𝑥෤ ∼ 𝐴 𝜙 𝑥଴ + 𝑁 0, 𝜎ଶ𝐼

𝑥෤ ∼ 𝐴 𝜙 𝑥௪ + 𝑁 0, 𝜎ଶ𝐼

𝑁 𝜙 𝑥଴ , 𝜎ଶ𝐼

𝑁 𝜙 𝑥௪ , 𝜎ଶ𝐼

𝜇 = 𝜙 𝑥௪ − 𝜙 𝑥଴

μ  ≤ 𝐿௫,௪Δ

𝑁 0, 1 

𝑁
𝜇

𝜎
, 1 

Theorem2  (Gaussian Differential Privacy [Dong et al. 2022]).

𝑓 𝜀ଵ = Φ Φିଵ 1 − 𝜀ଵ −
௅ೣ,ೢ୼

ఙ
.

Theorem1  (Neyman-Pearson Lemma).

The likelihood ratio test is uniform most powerful.

Xuandong Zhao, et al. Invisible Image Watermarks Are Provably Removable Using Generative AI, NeurIPS, 2024

𝑥௪

𝑥 clean
watermarked

𝜀ଶ

𝜀ଵ FP rate

FN rate

𝑁
𝐿௫,௪Δ

𝜎
, 1 

𝜀ଶ ≥ 𝑓 𝜀ଵ , ∀𝜀ଵ ∈ 0,1 .
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|𝜙 𝑥௪ − 𝜙 𝑥 | ≤ 𝐿௫,௪|𝑥௪ − 𝑥|𝑥 − 𝑥௪ ≤ Δ.

𝑓 𝜀ଵ = Φ! Φିଵ 1 − 𝜀ଵ −
௅ೣ,ೢ୼

ఙ
.

The regeneration attack is guaranteed to 
remove any pixel-based invisible 
watermarks.

Xuandong Zhao, et al. Invisible Image Watermarks Are Provably Removable Using Generative AI, NeurIPS, 2024
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Preliminaries

𝑥௧ିଵ − 𝑥௧ ≈ 𝑥௧ାଵ − 𝑥௧

DDIM (deterministic strategy)

𝑥௧ = 𝛼௧𝑥଴ + 1 − 𝛼௧𝜖

𝑥௧ାଵ = 𝛼௧ାଵ𝑥଴ෞ + 1 − 𝛼௧ାଵ𝜖ఏ 𝑥௧
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“An astronaut riding a horse in Zion National Park.”

𝑥 − 𝑥௪ ≤ Δ. Not Satisfied！

The robustness comes at the price of 
more visible differences.

Yuxin Wen, et al. Tree-ring watermarks: Fingerprints for diffusion images that are invisible and robust, NeurIPS, 2023
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Input Space Feature Space

Recall Protect

Attack

AdaptorSSL

Regeneration Attack Forge & Remove latent noise

Tree-Ring

Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025
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Hypothesis: Latent Space Contains a “Watermark Region”

DDIM

Different 
Prompts

Inversion

Empty 
Prompts

+

𝑧் 𝑧்𝑧଴

Preliminaries

𝑥௧ିଵ − 𝑥௧ ≈ 𝑥௧ାଵ − 𝑥௧

DDIM (deterministic strategy)

𝑥௧ = 𝛼௧𝑥଴ + 1 − 𝛼௧𝜖

𝑥௧ାଵ = 𝛼௧ାଵ𝑥଴ෞ + 1 − 𝛼௧ାଵ𝜖ఏ 𝑥௧

Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025
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Hypothesis: Latent Space Contains a “Watermark Region”

𝑍଴
௪

𝒲, 𝑘 = 𝐳𝟎 ∈ 𝑍଴ ℳ𝒲 ℐି 𝐳𝟎 , 𝑘 < 𝜏

𝑍_0: Clean latent space
ℐି: DDIM inversion process
τ : Detection threshold (e.g., p-value < 0.05)
ℳ𝒲: Matching function between the extracted key and the embedded key 𝑘

• 1000 watermarked images from a specific watermark 
and the same number of nonwatermarked images

• The linear SVM model yields an accuracy of 100% on 
the sampled images

Experiment 1: Linear Separable

Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025
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Experiment ：Watermark Region
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Hypothesis: Latent Space Contains a “Watermark Region”

Experiment 2: Coherent and Oriented latent subspace
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22Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025
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Forgery Attack

Removal Attack

𝑥 ௪ watermarked image
𝑥 ௖ clean image
𝜇𝐱 𝐰 plain image
𝛿 adversarial perturbation

Plain

 min
ఋ

  ℰథ 𝑥 ௖ + 𝛿 − ℰథ 𝑥 ௪
ଶ

+ 𝜆 𝛿 ଶ

 min
ఋ

  ℰథ 𝑥 ௖ + 𝛿 − ℰథ 𝜇𝐱 𝐰
ଶ

+ 𝜆 𝛿 ଶ

Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025



24

Evaluation

Diffusion Model

• Utilize the VAE from SDv1.4 to remove/forge the 
watermark generated from both SDv1.4 and SDv2.0

Hypothesis

• The attacker has access to either 

• (i) the VAE of the watermarked diffusion model 

• (ii) a proxy VAE that was trained on a similar dataset

Watermarking Systems

• Tree-Ring, RingID, WIND, and Gaussian Shading

Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025
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Evaluation

Attack Success Rate (ASR)

• Forgery Attack: Percentage of p-value < 0.05 after attack.

• Removal Attack: Percentage of p-value ≥ 0.05 after attack.

P-Value

• Null Hypothesis: not watermarked.

• The p-value represents the probability of observing the extracted key.

• A small p-value, we reject 𝐻଴  and conclude the image is watermarked.

Image Quality Metrics

• L2 distance, PSNR, SSIM, LPIPS.

Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025
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Experiments

Trade-off between attack success rate (ASR) and imperceptibility.

Anubhav Jain, et al. Forging and Removing Latent-Noise Diffusion Watermarks Using a Single Image, 2025
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Experiments

Tree-Ring watermarking method
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Experiments
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Gaussian Shading 
watermarking method
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Ablation

29

Different Optimization Objectives

Spatial Domain + 𝐿ଶ Regularization：

Spatial Domain + 𝐿ஶ Constraint：

Frequency Domain + 𝐿ஶ Constraint：
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Ablation
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Limitations & Conclusion
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• Generative regeneration attacks：
• Semantic Watermarks - Initial-Noise Watermarks

• Latent-space adversarial attacks ：
• Rely on DDIM inversion watermarking methods

• Approaches that add a pattern during the latent decoding phase; require access to a 
similar decoder to attack the system
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Protect

Attack

AdaptorSSL

Regeneration Attack Forge & Remove latent noise

Tree-Ring

• Pixel-Level Watermarks：
• Perturbation limited to ℓ₂ ball → generative regeneration 

• Initial-Noise Watermarks：
• Rely on DDIM inversion → latent-space adversarial attacks
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Listening！


